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DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING
Academic Y ear 2020 - 2021

VACCSE2O2IFCS - FOUNDATIONSOF CYBER SECURITY: BASICS AND
PRACTICAL APPLICATIONS

OBJECTTVE OF THE COURSE

o The course aims to equip students with the necessary knowledge and skills to identify,
analyze, and mitigate security threats in various computing environments.

o Through theoretical knowledge and practical applications, students will gain a solid
foundation in cyber security concepts, tools, and techniques, preparing them for further
advanced studies or professional careers in the field of cyber security.

CHAPTER I: INTRODUCTION TO CYBER SECURITY

Overview of cyber security coniepts and terminology- Importance of cyber security in the
modern digital landscape- Common cyber threats and attack vectors

CHAPTER 2: BASIC CONCEPTS OF INFORMATION SECURITY

Confidentiality, integrity, and availability (CIA) triad- Authentication, authorization, and
accounting (AAA)- Principles of least privilege and defense in depth

CHAPTER 3: CRYPTOGRAPHY FUNDAMENTALS

Encryption techniques and algorithm - Symmetric vs. asymmetric encryption- Hashing and
digital signatures

CHAPTER 4: NETWORK SECURITY

Secure network design principles - Firewills, IDS/lPS, and network segmentation - Virtual
private networks (VPNs) and secure tunneling protocols

CHAPTER 5: OPERATING SYSTEM SECURITY

Securing operating systems against common vulnerabilities- User authentication and access

controlmechanisms - Patch management and system hardening

CHAPTER 6: WEB SECURITY

Common web vulnerabilities 1e.g., Sql injection, XSS, CSRF) - Web application firewalls
(WAFs) and secure coding practices- HTTPS and SSL/TLS encryption

OUTCOMES

Comprehend the basic concepts and terminology of cyber security, including threats,
vulnerabilities, risk management, and cryptographic principles.
Recognize various types of security threats and vulnerabilities in different computing
environments and understand their potential impact on systems and data.
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DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

' Academic Y ear 2020 - 2021

VACCSE2O2IFCS - FOUNDATIONS OF CYBBR SECURITY: BASICS AND
PRACTICAL APPLICATIONS

COURSE SCHEDULE
Date Tinre TOPICS

9.00 am to

12.30 pm

1.00 prn to

5.00 pm

Overview of cyber security concepts and terminology-lmportance of cyber security
in the modern digital landscape - Common cyber threats and attack vectors

01.02.202t

9.00 am to

12.30 pm02.02.2021

1.00 pnto
5 00 nrn

Confidentiality, integrity, and availability (ClA) triad - Authentication, authorization,

and accounting (AAA)- Principles of least privilege and defense in depth

9.00 arn to

12.30 pm03.02.202t
1.00 pmto

5.00 orn

Encryption techniques and algorithms - Symmetric vs. asymmetric encryption -
Hashing and digital signatures representation learning

9.00 am to

12.30 pm04.02.2021
1.00 pmto

5.00 pm

Secure network design principles - Firewalls, IDS/IPS, and network segmentation -

Virtualprivate networks (VPNs) and secure tunneling protocols

9.00 am to

12.30 pnr05.02.202t
1.00 pmto

5.00 pm

Securing operating systems against cornmon vulnerabilities - User authentication
and access control mechdnisms - Patch management and system hardening

9.00 am to

12.30 pm

1.00 prn to

5.00 pm

Common web vulnerabjlities (e.g.. SQL injection, XSS, CSRF)- Web application

firewalls (WAFs) and secure codirrg practices- HTTPS and SSL/TLS encryption
06.02.2021

Tea Break : l0:40 am to l0:55am &02:45 pm to l5:00 pm

Lunch Break : l2:30pm to 0l:00pm
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DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

Academic Year 202V2021

One page Report

Name of the course : Foundations of Cyber Security: Basics and Practical Applications

Development Course Code :VACCSE202lFCS

Course Coordinator :MR. P. KARUPPANAN

Date/Duration : 01.02.21 -06.02.21- 35 hours

I here affirm that the Final year students of strength 33 have been taught the value-added

course title "Foundations of Cyber Security: Basics and Practical Applications" as per the

syllabus and completed within the stipulated time duration.

I conf-rrm that the value-added course titled "Foundations of Cyber Security: Basics

and Practical Applications" has been conducted in the beginning of the semester and course

delivery along with the attendance of the students was recorded.

I confirmed that all the students were actively participated in the course and the eligible
sfudents were certified for the course.

Mr. P. Karuppanan.,

AP/CSE

Course Co-Ordinator

Dr.A.Askarunisa .,
PROF/CSE

Head of the Department

\+
Dr.R.Rdja

Principal
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DEPARTMENT OF COMPUTER SCTENCE AND ENGINEERING

Academic Y ear 2020 - 2021

VACCSE2O2IFCS - FOUNDATIONS OF CYBER SECURITY: BASICS AND
PRACTICAL APPLICATIONS

Assessment Questions with Answer

1 . What is the primary goal of using aftificial intelligence (AI) in research?

- A) To replace human researchers with autornated systerns

- B) To increase research productivity and efficiency
- C) To elirninate the need fbr experimentition and data collection
- D) To decrease interdisciplinary collaboration

2. Which branch of AI focuses on developing algorithms that can learn from and rnake

predictions or decisions based on data?

- A) Natural Language Processing (NLP)

- B) Computer Vision

- C) Machine Learning
- D) Robotics

3. What is the main advantage of using deep learning techniques in research?

- A) They require rninirnal computational resources

- B) They can automatically extract meaningful features from raw data
- C) They are limited to specific domains and tasks

- D) They have low accuracy compared to traditional methods

4. In which research domain can AI be applied fbr diagnosis, treatment optimization, and drug

discovery?
- A) Environmental research

- B) Social sciences

- C) Healthcare research
- D) Astronomy

5. What is one ethicalconsideration in Al research and experimentation?

- A) Maximizing profits for corporatiorrs

- B) Minimizing the transparency of AI systems

- C) Ensuring fairness and avoiding bias in AI algorithms
- D) Ignoring the societal irnpact of AI technologies

6. Which term refers to the societal impact of AI on employrnent, privacy, and inequality?

- A) Technological determinism'
- B) Ethical relativism
- C) Social constructivism

- D) Sociotechnical implications
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7. Which research field can beneflt fi'om AI techniques such as sentiment analysis, opinion

mining, and social network analysis?

- A) Healthcare research

- B) Environmental research

- C) Social sciences

- D) Astronomy
8. What are some potential future directions in AI-driven research rnethodologies?

- A) Decreasing interdisciplinary collaborations

- B) Limiting applications to specific domains

- C) Enhancing research reproducibility and transparency
- D) Ignoring ernerging trends and challenges

9. Which branch of AI focuses on enabling computers to understand, interpret, and generate

human language?

- A) Machine Learning

- B) Natural Language Processing (NLP)
- C) Robotics
- D) Computer Vision

10. What is one potential application of AI in environmental research?

- A) Sentirnent analysis

- B) Opinion mining

- C) Climate modeling
- D) Drug discovery
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PANDIAN SARASWATHI YADAV ENGINEERING COLLEGE, ARASANOOR-630561

DEPARTMENT OF COMPUTER SCM,NCE AND ENGINEERING

STUDENT PERFORMANCE SHEET

Academic Year
Course Code

Course Name

Duration of hours

Period of Course

: 2020-2021

: VACCSE202lFCS

: Foundations of Cyber Security: Basics and Practical Applications

:35
z 01.02.21-06.02.21

Sl.No Register Number Student Name Mark

I 912017104001 ABINAYA R. qq
2 912017t04002 ARAVIND KUMAR K. RI

912017104003 AYYAPPA RAJA S. gq
4 9120t7t04004 BALAJI S ?q
5 912017104005 CHARULEKHA A. +o
6 912017104007 DINESH S R+
l 912017104008 KAMALAKANNAN M. Ra
8 9120t71040rt LINGESHWARAN M. 4A
9 912017t04012 MAHESWARI S. 9q
10 9120t7104013 MAHESWARI S 8r
11 912017r040r4 MALATHI M. ,(f
t2 9120t7r040r7 MATHAN KUMAR T +.r
13 9l 201 710401 8 MUGESHKANNAN M. qq
t4 912017r040t9 NAGARAJAN C. (4
l5 9120t710402t NITHEES KUMAR.K Ioo
t6 9120nt04022 PAVITHRA T. aq
t7 912017104023 PRAVEEN P. +R
18 9t2017t04024 RAGUL M. Aq
t9 9t2017104025 RASIKA.K +s
20 912017104026 RAMALAKSHMI G. e1
2l 9120fit04027 RAMYA R. AA
22 912017104028 SAKTHI K. ql
23 912017104030 SANTHIYA S qT)
24 9120t7t04031 SARANYA M. q&
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25 9120t7104032 SARATHAPRIYA G :+*
26 912017104033 SURYADHARSHINI G. +r
27 912017t04034 SWETHA.S QI
28 912017t04035 VALLARASU K. .8q
29 9120t7104036 VEERAKUMAR A. :+8
30 9120t7104037 VETRI SHANMUGI G +\
3l 912017104038 VIJAY S. 8q
)Z 912017104039 VIJAYATHARSHINI T. 4o
JJ 912017104040 YAZHINI J.K 1q
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PANDIAN SARASWATHI YADAV ENGINEERING COLLEGE, ARASANOOR-63056I

DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

STUDENT REGISTRATION SHEET

Academic Year
Course Code

Course Name

Duration of hours

Period of Course

: 2020-2021

: VACCSE2O2I FCS

: Foundations of Cyber Security: Basics and Practical Applications

:35
: 01.02.21-06.02.21

ENROLLED STUDENTS LIST
Signature

SI.NO Register Number Student Name

1

912017r 04001 ABINAYA R. 8N*)^
2

912017104002 ARAVIND KUMAR K. rtv-.:(
.,

912017 104003 AYYAPPA RA.IA S ryrr
4

912017104004 BALAJI S. fu\x'v
5

91201 7 I 04005 CHARULEKHA A

6
912017104007 DINESH S yNe

7
9t20t7l 04008 KAMALAKANNAN M. /wL-*,

8
9t201710401 I LINGESHWARAN M. D**s

9
912017104012 MAHESWARI S /i :-L s

l0
912017104013 MAHESWARI S \A@t\on^li"

ll
912017104014 MALATHI M. rb+

t2
912017104017 MATHAN KUMAR 1' M,4+

t3
912017 I 0401 8 MUGESHKANNAN M

Slq.r,n49rA
t4

912017104019 NAGARAJAN C.

l5
912017104021 NITHEES KUMAR.K trlnler,-

t6
912017104022 PAVITHRA T.
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17
912017104023 PRAVEEN P (a^-v

18
912017104024 RAGUL M

l9
912017104025 RASIKA.K Pr/4/-R

20
912017104026 RAMALAKSHMI G P* tpq.rL""."

21
912017104027 RAMYA R.

R R/r"'"'w
22

912017 104028 SNK-fIII K

23
912017104030 SANTHIYA S -g^*\y..s

24
912017104031 SARANYA M. .Ro,-o*{, Sl

25
912017104032 SARATIIAPRIYA G S-^-{Lt^t^

26
912017 104033 SURYADHARSHINI G

27
912017 104034 SWETHA.S StuN.

28
912017104035 VALLARASU K \lauo't*^ r<

29
912017104036 VEERAKUMAR A. Vr'o*'^'

30
912017 104037 VETRI SHANMUGI G Vur'' t

31
91201 7l 04038 VI.IAY S.

)Z
912017104039 VIJAYATHARSHINI T @q{L-^*-"*

33
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PANDIAN SARASWATHI YADAV ENGINEERING COLLEGE, ARASANOOR-630561

DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

STUDENT ATTENDANCE SHEET

Academic Year z 2020-2021

Course Code

Course Name

Duration of hours

Period of Course

: VACCSE2O21FCS

: Foundations of Cyber Security: Basics and Practical Applications

:35

z 01.02.21-06.02.21

02Attendance Sheet

09.00
am-
10.00
am

10.00
am-
I1.00
am

I 1.15
am-
12.15
pm

01.00
pm-
02.00
pm

02.00
pm-
03.00
pm

03.15
pm-
04.1 5
pm

st.
No

Ilcgistcr
Number

Student Name

LW, A.el l.ln AAL Ld 2.{h.
I 9t20t7l 04001 ABINAYA R.

Ar*'- Au-- AeH Ar"- An^r- 4c--2 912017104002 ARAVIND KUMAR K.

a
-) 912017104003 AYYAPPA RAJA S. frvr fr* frup- fuD> AxF A"s\l-

a)r4 912017104004 BALA.II S *fi" @v akd^
5 912017 I 0400s CHARULEKHA A. c[^tl-' "ta ,k ct-L ct-+
6 912017104007 DINESH S ,*9 7*e,

^*)

y fe,y*t
7 912017 l 04008 KAMALAKANNAN *( W* r-S" r,-h \^-Y( WW 14^
8 912017104011 LINGESHWARAN M. f-,P LP f-or

b

"1 Lt 4#-A
ba,l1,{ dA,f \tu9 9120171040t2 MAHESWARI S. b8

7

+Ad
l0 912017104013 MAHESWARI S ,?e @ @ @ h@- @-
ll 912017104014 MALATHI M. r4"\ ,A e4 \As Fsl
t2 9120171040t7 MATHAN KUMAR T f'^\tt t l^")f v"k t^r4 t/r* -tl^k
l3 9120171 0401 8 Nq,- rv f.^,u n{\ y"[ A^t

&ffit4 912017104019 NAGARAJAN C @ ffi & '-^ 7l
15 912017104021 NITHEES KUMAR.K i,\'$k ,\,Sk Nr[r A,tr N& Nth,
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d" N ,d" d. VrW qJr-16 912017104022 PAVITHRA T.

W ?^,+ f,^"+ Q^* 0]| A^4-t7 912017104023 PRAVEEN P.
I

WY
L\

Vo8 K'tr K%'18
912017104024 RAGUL M $&b"-

tp"1r

Pr';v* ptv pub k6hY" r*bt9
912017104025 RASIKA.K Nf,tb

+Lf) o-- R\ ?-V {^* K/20
912017104026 RAMALAKSHMI G

C.fr ry ft4n 7rr9F try Pry21
912017104027 RAMYA R.

L,* g^k -* vx v\ YY22
912017104028 SAKTHI K.

Lk e+ u b LL b+23
912017104030 SANTHIYA S

ry tu w v' b w24
912017104031 SARANYA M

dor I-4t- -Y'JaJ
f,.

4*b 1-^-25
912017104032 SARATHAPRIYA G 3a+

J^/ e+ 4 s-* s-t26
912017104033 SURYADHARSHINI G g+

g &- g p L27
912017104034 SWETHA.S e

28
912017104035 VALLARASU K. Urt'+ \rl. \9t \,f)J-L \rf

29
912017104036 VEERAKUMAR A. rJe' 't+ Vqr,,1 f vq4>W"* \r{Ar"L -\/4*+-

912017104037 VETRI SHANMUGI G :/eV -Ve*+ #I^, \AA V*u v430

31
9120171 04038 VI.IAY S .I)t,.t

6.

.J,r.d\ ofu {I,yt v{1 F

vxryg
32

912017104039 VIJAYATHARSHINI T. g? @ '& @ ,& @
\"r",

1aJJ
912017104040 YAZHINI J.K Y^'Y Yq+ uh44 br+ W+

Tea Break

Lunch Break

FN- I I :00 am to I l: l5am
AN-03:00 pm to 03:15 pm
l2:15 pmto 01:00pm
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PANDIAN SARASWATHI YADAV ENGINEERING COLLEGE, ARASANOOR-630561

DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

STUDENT ATTENDANCE SHEET

Academic Year
Course Code

Course Name

Duration of hours

Period of Course

z 2020-2021

: VACCSE2O2IFCS

: Foundations of Cyber Security: Basics and Practical Applications

:35

z 01.02.21-06.02.21

Attendance Sheet Date: 92 02 902

st.
No

Register
Numher

Student Name

09.00
am-
10.00
am

10.00
am-
11.00
am

I l.l5
am-
12.15
pm

01.00
pm-
02.00
pm

02.00
pm-
03.00
pm

03.15
pm-
04.15
pm

I 9120171 04001 ABINAYA R. r).AL aJ^ a.# h.#, 2rry Pnel^,
2 912017104002 ARAVIND KUMAR K. Foqr Sr,'- *r- ftx-..- -4t,,- Nf,.."-
IJ 9t20t7l 04003 AYYAPPA RAJA S. fr,rv wY" O,qfir fr\& fttr ea=
4 912017104004 BALAJI S 9a; %*r hn Ga; %A %b'
5 912017 I 04005 CHARULEKHA A CL-. u- 6/--' (L--
6 912017104007 DINESH S x*';v \.M ?,,,f A,,*9 *'}'

7 91201 7 I 04008
/

KAMALAKANNAN M. r+* Y++ Y--p\ Fs\ rY* wft
8 91201710401 I LINGESHWARAN M pd tr---k/ l-!^- l.-'- /y"
9 912017104012 MAIIESWARI S u ,M #J H ,lAE Der
l0 912017104013 MAHESWARI S fvbL- tvl* lw,l* fi"l-- |4*-

11 912017 104014 MALATHI M. ,w H. .4 -#k' ',4{^ +4t
t2 912017104017 MATHAN KUMAR T. $p{ $ , Nr I"T, T MKT $kr
13 91201710401 8 MT]GESHKaxNaN M. Wd*- @ l'4^Ac^ W w
t4 912017104019 NAGARAJAN C. @- @,&,s&.ffi P-
15 912017104021 NITHEES KUMAR.K N$! N{k NK $"-{$, ND. \{K
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\& a8 w vv q* kPl6 912017104022 PAVITHRA T

17 912017104023 PRAVEEN P ?-,L ?*-L ?-L U ?-^-
Jt^ry wJn bgJol8

912017104024 RAGUL M qJ 14 i,.g,Ih
e*AL*Ed;1,^ qrqt'^ /b^\t ^ e-oottLt9

912017104025 RASIKA.K

RAMALAKSHMI G paFln luNG- eo'o*/. Ea$. {,-20
912017104026

9or')t- 1y4rc l4', tr*l* brYt fts*rk
2t

912017104027 RAMYA R.

SAKTHI K. S;'U^ 3c^Lrh' J€^L$L', S^t -{ld sil+rt s^L{"i22
912017104028

$iu- J^+ 5#- 3r-, L 3*e'- JaSc--23
912017104030 SANTHIYA S

E- g.--- S_ s- 8. g-_24
912017104031 SARANYA M,

AP'G".. sP{n W,G 9.c^ gk,G 1tp" c,..25
912017104032 SARATHAPRIYA G.

6*y* g-T C^*r- g,-f- -g^e.- g--"--26
912017104033 SURYADHARSHINI G

s-- & u g & g27
912017104034 SWETHA.S

rJ/ J,--'
v6/ tly vl { u.r28

912017104035 VALLARASU K.

Ur/^- t/e-.-rlr. le:-r.g_ ie.>tx U"r^^ r,be-2.r.29
912017104036 VEERAKUMAR A

30
912017104037 VETRI SHANMUGI G *{ ,€Ml r*-L.l

s(l.,-
ue--ft.i
grL-

.-e-€oi
rv--

31
91201 7 I 04038 VI.IAY S {rrry \ir ,t,)y v;)4 $ry vM

)Z
912017104039 VI.IAYATHARSHINI T. rfjir Vi6i{ u./- tr- Urqk (U (.-

JJ
912017104040 YAZHINI J.K Yd,k /'*Li; /-"lnir^i V.H; /*=t i t^-l V,.l;"i

Tea Break : FN- I I :00 am to 1 1:15am
AN-03:00 pm to 03:15 pm

Lunch Break : l2:15 pm to 01:00pm
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PANDIAN SARASWATHI YADAV ENGINEERING COLLEGE, ARASANOOR-630561

DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

STUDENT ATTENDANCE SHEET

Academic Year
Course Code

Course Name

Duration of hours

z 2020-2021

: VACCSE2O21FCS

: Foundations of Cyber Security: Basics and Practical Applications

:35

Period of Course : 01.02-21-06.02.21

Attendance Sheet OL 2o2l

sl.
No

Register
Number

Student Name

09.00
am-
r0.00
am

10.00
am-
11.00
am
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am-
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01.00
pm-
02.00
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02.00
pm-
03.00
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04.1 5
pm

1 912017104001 ABINAYA R. IJd" B.AA ,J& D.w.,, D.*l^, D.*h
2 912017104002 ARAVIND KUMAR K. hrP ftr.- Foa- ff5az- *xr-
J 912017104003 AYYAPPA RAJA S. W FyP PdF* A.P G"F plP
4 912017 104004 BALAJI S. /-2\z.r ri

.-) \-l=-.ilL G-^' ar"rl S*ri S,zJt
5 91201 7 1 04005 CHARULEKHA A. 7]+ &iC-+

)
,)+ cq ^J

CIt+
6 912017104007 DINESH S. 7&9, 2*< 2\-Fr 7i*' >\$e .g,},,
7 91201 7 r 04008 KAMALAKANNAN M. \^& Y-W. PWr Fu .\o14 l'\4
8 91201710401 1 LINGESHWARAN M. J-+q+ {+ {-+ ++ 14
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