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OBJECTIVE OF THE COURSE

o Learn the fundamental concepts of industrial automation, including the role of PLCs
and SCADA systems in controlling and monitoring industrial processes.

e Learn how to establish communication links between PLCs and SCADA systems
using various communication protocols (such as Modbus, OPC, etc.)

e Recognize the importance of cybersecurity in PLC and SCADA systems and learn
best practices for securing industrial control systems against cyber threats and
vulnerabilities.

e Prepare for industry-standard certifications in PLC and SCADA technologies to

enhance career prospects and demonstrate proficiency to potential employers.
CHAPTER 1:

Introduction to PLC and SCADA: Overview of PLC and SCADA systems-Importance and
applications in industrial automation-Evolution and historical background-Fundamentals of
PLC-Basic components of a PLC system (CPU, I/O modules, etc.)-PLC programming

~ languages (Ladder Logic, Function Block Diagram, etc.)-Input and output modules-Memory
organization :

CHAPTER 2: ' 4

PLC Programming: Programming fundamentals (contacts, coils, timers, counters, etc.)-
Developing simple ladder logic programs-Advanced programming techniques (analog
input/output, data handling, etc.)

CHAPTER 3:

SCADA Basics: Introduction to SCADA software- Components of a SCADA system (RTUs,
HMIs, communication protocols, etc.)- Role of SCADA in industrial monitoring and control-
SCADA Configuration and Design: Creating and configuring SCADA projects- Graphical
user interface (GUI) design- Alarm management and event handling- Historical data logging
and trending - '

CHAPTER 4:

- PLC-SCADA Integration: Communication protocols between PLC and SCADA systems
(OPC, Modbus, etc.)- Establishing communication links- Data exchange between PLC and
SCADA ’ : 2y ;

CHAPTER 5:

Future Trends and Emerging Technologies: Industry 4.0 and the role of PLC and SCADA
in smart manufacturing- Internet of Things (IoT) integration with PLC and SCADA systems-
Predictive maintenance and analytics
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OUTCOMES:

e Acquire hands-on experience in PLC programming and SCADA configuration,
enabling you to develop, troubleshoot, and maintain industrial control systems
effectively.

e Develop the ability to analyze complex industrial automation problems, identify root
causes, and implement effective solutions using PLC and SCADA technologies.

e Learn how to integrate PLCs and SCADA systems seamlessly to create
comprehensive control and monitoring solutions for industrial applications.

Total: 35 hours
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Course Schedule

Date Time TOPICS
91‘303?;“:“0 Introduction to PLC and SCADA: Ovérview of PLC and SCADA systems-Importance and
it applications in industrial automation-Evolution and historical background-Fundamentals of
07/02/2 7 5 pmto PLC-Basic components of a PLC system (CPU, I/0 modules, etc.)-PLC programming languages
022 5.00 pm (Ladder Logic, Function Block Diagram, etc.)-Input and output modules-Memory organization
9.00 am to
12.30 pm
08/02/2] ‘PLC Programming: Programming fundamentals (contacts, coils, timers, counters, etc.)-
022 Developing simple ladder logic programs-Advanced programming techniques (analog
100 pmto finput/output, data handling, etc.)
5.00 pm
91'3033’“ " SCADA Basics: Introduction to SCADA software- Components of a SCADA system (RTUs,
09/02/2) ' =Y PM IlyMJs, communication protocols, etc.)- Role of SCADA in industrial monitoring and control-
022 SCADA Configuration and Design: Creating and configuring SCADA projects- Graphical user
interface (GUI) design- Alarm management and event handling- Historical data logging and
b trending . 4 ‘ :
5.00 pm
91'303?;“ © lpLC-SCADA Integration: Communication protocols between PLC and SCADA systems
106(2)5/2 =t P (OPC, Modbus, etc.)- Establishing communication links- Data exchange between PLC and
100 pmto  [SCADA ’
5.00 pm
9.00 am to
12.30 pm
; Future Trends and Emerging Technologies: Industry 4.0 and the role of PLC and SCADA in
110(2)%/ Z smart manufacturing- Internet of Things (IoT) integration with PLC and SCADA systems-
1.00 pmto |p e ictive maintenance and analytics ;
5.00 pm

Tea Break : 10:40 am to 10:55am & 02:45 pm to 13:00 pm
Lunch Break :

Course goordi

Total Hours 35
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One page Report
Name of the course E PLC SCADA
Development Course Code : VACEE2122PLCSC
Course Coordinator + Mr.S.Senthil Kumar
- Date/Duration : 07.02.2022-11.02.2022— 35 hours

e, 2

I here affirm that the Second Year students of strength 15 have been taught the value-
added course title “PLC SCADA” as per the syllabus and completed within the stipulated
time duration.

I confirm that the value-added course titled “PLC SCADA” has been conducted in
the beginning of the semester and course delivery along with the attendance of the students
was recorded.

[ confirmed that all the students were actively participated in the course and the
eligible students were certified for the course.

Mr.S.Senthil Kumar s.S.Pandimeena, Dr.R ;
AP/EEE AP/EEE Principal
Course Co-Ordinator Head of the Department
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Assessment Questions with Answer

1. Which of the following is NOT a part of a PLC?
A) CPU :
B) Memory
C) Actuator
D) Input/Output Modules

Answer: C) Actuator

2. In a PLC, what is the main purpose of the CPU?
A) To control the flow of data
B) To execute control instructions
C) To store user programs
D) To provide power to the system

Answer: B) To execute control instructions

3. Which programming language is commohly used in PLCs?
A) Python
B) Laddér Logic
C) Java
D) C++
Answer: B) Ladder Ldgic

il

4. What does the acronym PLC stand for?
A) Programmable Logic Circuit
B) Programmable Logic Controller
C) Programmed Linear Controller
D) Process Logic Control

Answer: B) Programmable Logic Controller

5. What is the primary function of a PLC in indugtrial automation?
A) Data analysis

B) Internet connectivity

R RAJ
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C) Real-time process control
D) Graphics display

Answer: IC) Real-time process control

6. Which component of a SCADA system is responsible for data visualization?
A) RTU (Remote Terminal Unit)
B) HMI (Human-Machine Interface)
C) PLC (Programmable Logic Controller)
D) DCS (Distributed Control System)
Answer: B)'HMI (Human-Machine Interface)

7. SCADA systems, what does the acronym RTU stand for?
A) Remote Terminal Unit
B) Real-time Unit
C) Relay Terminal Unit
D) Remote Transmission Unit

Answer: A) Remote Terminal Unit

8. Which of the following best describes SCADA?
A) A hardware platform for automation
B) A system for monitoring and controlling industrial processes
C) A programming language for PLCs
D) A database management system
Answer: B) A system for monitoring and controlling industrial processes
9. Which protocol is commonly used in SCADA systems for communication between
devices?
" A)HTTP
B) FTP
C) Modbus
D) SMTP
Answer: C) Modbus

S 4

10. What is the main advantage of using SCADA in industrial automation?
A) Lower hardware costs
B) Enhanced real-time ihonitoring and control
C) Simpler programming
D) Improved internet security
Answer: B) Enhanced real-time monitoring and control
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Assessment Test Paper

REGISTERNUMBER: 7/ 20 Z¢ /0 500
NAME OF THE STUDENT: < . ¢ yn Y]

1. Which of the following is NOT a part of a PLC?

A) CPU | /

B) Memory

CL%’tuator

D) lnput/Outpu/t Modules

(
N\

(3]

.Ina PLC, what is the main purpose of the CPU?
A) To control the flow of data
Bﬁ’decute control instructions /
C) To store user programs -

D) To provide-power to the system

3. Which programming language is commonly used in PLCs?
A) Python |
B)—Lﬂder Logic
C) Java ./ o
D) C++ ’

4. What does the acronym PLC stand for?
A) Programmable Logic Circuit /
B-)'Fggrammable Logic Controller

C) Programmed Linear Controller

D) Process Logic Control

5. What is the primary function of a PLC in industrial automation?

A) Data analysis

B)Y?ﬂet connectivity
C)Real-time process control ' ‘ ' Digitaly signed
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. 6. Which component of a SCADA system is responsible for data visualization?
A) RTU (Remote Terminal Unit)
B) HMI (Human-Machine Interface)

C) PLC (Programmable Logic Controller) + /\

D) DES (Distributed Control System)

7. SCADA systems, what does the acronym RTU stand for?

/\\}Rénote Terminal Unit
B) Real-time Unit %

C) Relay Terminal Unit

D) Remote Transmission Unit

8. Which of the following best describes SCADA?

A) A hardware platform for automation

H))s/ystem for monitoring and coatrolling industrial processes kﬂ

C) A programming language for PLCs

D) A database managemen system

9. Which protocol is comronly used in SCADA systems for communication between
devices?

A) HTTP
B) FTP \/
odbus

D) SMTP

10. What is the ‘main advantage of using SCADA in industrial automation?

A) Lower hardware costs

B) Enhanced r2al-time monitoring and control
C)—Sﬁp]er programming

D) Improved internet security
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Duration of hours a8 35
Period of Coursc s (0722622-11.22022

neii Mark
SI. No |Register Miomiior Student Name
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ASSESSMENT MODE

In order to get a certificate for this course, the students should satisfy the

following constraints

Attendance : 75 %

Assessment Question  : MCQ pattern

Assessment Mark : Greater than or equal to 50%

Course Coordinator /EEE PRII:I%;&L
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Academic Year
Cource Code
Course Name
Duration of hours
Period of Course

Pandian Saraswathi yadav Engineering College,Arasanoor -630561
Department of Electrical and Electronics Engineering
Student Attendance Sheet

:2021-2022

: VACEE2122PLCSC
PLC SCADA

=35
07.2.2022-11.2.2022

» Attendance Sheet Date:
: > 09.00 am - 10.00 am - |11.1Sam - |01.00 pm - 02.00 pm- [03.15 pm -
SLLN ster S !
Sk Mo dihees = Soambor | Studont Neme 10.00 am 11.00 am  |12.15pm  [02.00 pm  [03.00 pm  |04.15 pm

1 912020105001]S.BOSE B 4 | B .| ¥oco ] BPogo 8. | BoSo gt | Bace . m

2 912020105002 |M DHANAPRAKASH ,

Dhouniminhs w | D ousaph 2p 0 DA pongy | Pl
3 912020105003 |D DHARINISHRI Y ) oA DA o 5o i
4 912020105005|L.DINESHKUMAR J ¢ ‘5 - W
Dhrede RAVD Q0[P [ Pin_

5 912020105006]P.GOBI Gebr e CEBL P | GoaTf| GBI | foBrf| GlofoT

6 912020105007|P.GURUPRASATH e R

7 912020105008 M.PRIYADHARSHINI Oty - Thol | 2457 | ). % |#A

8 912020105009[S SANJAY ATl - =7 it | caniass |2aniay | Sahlal,.

9 912020105010/B.SANTHOSHINI RS54 é : 2 : Z é O [ Lo

10 912020105011|P.SWATHI IR CorA Secii | Sen /1 Sl Keen

I 912020105012|A THANVEER AHAMED |y =, o LBy e T

= poe - =N A i

12 912020105301 S’./\J/\YSE”lHUPAlHl ! o o, N G QY

13 912020105302|[K MOHANASUNDARAM " Asdvn [Molspee e Moo Mebhy,

14 912020105304 A PRAGALATHAN : P Y 3 e

5| IR TA 7| Sege | S Lol | Ca oz Soflucyer | oo
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Pandian Saraswathi yadav Engineering College,Arasanoor -630561
Department of Electrical and Electronics Engineering

Student Attendance Sheet

Academic Year  :2021-2022

Cource Code : VACEE2122PLCSC
Course Name : PLC SCADA
Duration of hours : 35§

Period of Course o

07.2.2022-11.2.2022

Attendance Sheet

E 09.00 am - 10.00 am - |11.15am - 02.00 pm- |03.15 pm -
S No Fepnee Number {Student Nae 10.00 am 1100 am  |12.15pm 03.00 ::m 04.15 ::m
I 912020105001]S BOSE | Besc Bose : Lese | Pose
2 912020105002 |M DHANAPRAKASH Dl Dhom [)h s
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6 912020105007|P. GURUPRASATH Didtln
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3 912020105009]S SANJAY S T e
9 912020105010B SANTHOSHINI W
10 912020105011|P. SWATHI e e
1 912020105012 A THANVEER AHAMED B
12 912020105301|S AJAYSETHUPATHI K o
13 912020105302|K MOHANASUNDARAM
14 912020105304| A PRAGALATHAN
15 912020105305|R SATHYA Lol | Seur
7
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Academic Year
Cource Code
Course Name
Duration of hours
Period of Course o

: 35

Pandian Saraswathi yadav Engineering College,Arasanoor -630561
Department of Electrical and Electronics Engineering
Student Attendance Sheet

:2021-2022
: VACEE2122PLCSC
: PLC SCADA

07.2.2022-11.2.2022

Attendance Sheet Date:
09.00 am - 10.00 am - |11.15am - [01.00 pm - 02.00 pm- [03.15 pm -
SN eneta: Taimber (atudend Nugte 10.00 am 11.00 am  |12.15pm  [02.00 :)m 03.00 ::m 04.15 :)m
1 912020105001]S.BOSE T e Qhe @pw | Beoe Poce | @re
2 912020105002| M. DHANAPRAKASH Shine . Dh.. B Y
3 912020105003 |D.DHARINISHRI o1 P  Dlae— | Dlwesi | plasre m
4 912020105005 [L DINESHKUMAR WAL, b N B nabeeh | 25, 0 | DA ek
5 912020105006|P-GOBI Lk - Ralt | bk [ Gasd Aada LG
6 912020105007|P GURUPRASATH A &= LA
7 912020105008|M.PRIY ADHARSHINI TR Z =t A =T nun
8 912020105009[S SANJAY > o Q/\;/ ?k{,_\o ,&' )
9 912020105010{B-SANTHOSHINI o e i R -
10 012020105011|P.SWATHI AL o ' 8| Koo Psol %ﬁf\l‘ Froatts
11 912020105012|A THANVEER AHAMED o Mantte, | Tlaproy |Wedve, AR A
12 912020105301]S.AJA YSETHUPATHI - L TRERT 1 d feo, | A ~, *~
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Pandian Saraswathi yadav Engineering College,Arasanoor -630561
Department of Electrical and Electronics Engineering

Academic Year :2021-2022

Cource Code : VACEE2122PLCSC
Course Name PLC SCADA
Duration of hours : 35

Period of Course o 07.2.2022-11.2.2022

Student Attendance Sheet

Course coordinator
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Pandian Saraswathi yadav Engineering College,Arasanoor -630561
Department of Electrical and Electronics Engineering '

Academic Year :2021-2022
Cource Code : VACEE2122PLCSC
Course Name : PEC SCADA

Duration of hours : 35
07.2.2022-11.2.2022

Period of Course o

Student Attendance Sheet

Attendance Sheet Date:
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Course Name PLC SCADA
Duration of hours : 35

Period of Course o

07.2.2022-11.2.2022

Student Attendance Sheet

J

Attendance Sheet Date:
. 5 09.00 am - 10.00 am - {11.15am - [01.00 pm - 02.00 pm- |03.15 pm -
S5 No- [Register Numiber | Student Name 10.00 am 11.00 am  [12.15pm  |02.00 :)m 03.00 ::m 04.15 ;m.
1 912020105001]S.BOSE ot | Ses | Becte Lo he | Brose
2 912020105002| M DHANAPRAKASH Plone Pl | sl Phon o Dhee| sben]
3 912020105003 D.DHARINISHRI T _Qhr-:_%l/ Y e
4 912020105005] L DINESHKUMAR De '~ DMl B i\ |%M e Morels
5 912020105006[P.GOBI Ccrob o | (et (el s (>
6 912020105007|P. GURUPRASATH e
7 912020105008|M.PRIY ADHARSHINI /gﬁu ;o)viqk gﬁ?{fi fc)i\_ﬁ.c)}: N de |-
8 912020105009]S SANJAY / N | a1 Sa ) ]
9 9120201050108 SANTHOSHINI [N v
10 912020105011|P SWATHI ‘ Cle i
T 912020105012 A THANVEER AHAMED :
2 912020105301]S AJAYSETHUPATHI = id ¥
13 912020105302[K MOHANASUNDARAM | Ko W wY ¢ fl\lM_ A'/l\/;‘ﬁ_» w @f’jﬁh
14 912020105304]A PRAGALATHAN o ol [D@e| Dol A
I5| _ 912020105305|R SATHYA /‘fgﬁ\.‘ﬁi - E: ﬂ: oy | Lo i | '44%
g s

R Lo~

Course coordinator

RAJ
A

Digitally signed by R RAJA
Date: 2024.07.15 15:30:09
+05'30'


HP
Highlight

HP
Highlight


Enrollment
Student Name
[1st



Pandian Saraswathi yadav Engineering College,Arasanoor -630561
Department of Electrical and Electronics Engineering
Student Registration Sheet
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Academic Year :2021-2022

Cource Code : VACEE2122PLCSC
Course Name : PLC SCADA
Duration of hours =35

Period of Course : 07.2.2022-11.2.2022
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PANDIAN SARASWATHI YADAV ENGINEERING
' COLLEGE

Approved by AICTE & Affiated to Anna University, Chennai.
Arasanoor, Thirumansolai Post, Sivagangai — Madurai Highway, Tamilnadu - 630 561

Value added course on

PLC SCADA
Organized by

DEPARTMENT OF ELECTRICAL AND ELECTRONICS
ENGINEERING

CERTIFICATE

This is Certify that PSNHTH,I— ................................ From Second year
EEE has participated in the value-added course on PLC SCADA organized by the Department of
Electrical And Electronics Engineering From 7.02.2022 to 11.02.2022 (35 Hours) at Pandian Saraswathi

Yadav Engineering College, Sivagangai.
B br.R\.%
Principal
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Arasanoor, Thirumansolai Post, Sivagangai — Madurai Highway, Tamilnadu - 630 561

Value added course on

PLC SCADA
Organized by
DEPARTMENT OF ELECTRICAL AND ELECTRONICS
ENGINEERING o
S Resg .. .. R From Second year

Thisis Certify that ........... LG e
EEE has participated in the value-added course on PLC SCADA organized by the Department of

Electrical And Electronics Engineering From 7.02.2022 to 11.02.2022 (35 Hours) at Pandian Saraswathi

Yadav Engineering/College, Sivagangai.
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PANDIAN SARASWATHI YADAYV ENGINEERING
COLLEGE |

Approved by AICTE & Affiated to Anna University, Chennai.
Arasanoor, Thirumansolai Post, Sivagangai — Madurai Highway, Tamilnadu - 630 561

Value added course on

PLC SCADA
"~ Organized by
DEPARTMENT OF ELECTRICAL AND ELECTRONICS
ENGINEERING

GERTIFICATE

This is Certify that ....... L G M.DuAnp. . PRAKASH ... From Second year
EEE has participated in the value-added course on PLC SCADA organized by the Department of
' Electrical And Electronics Engineering From 7.02.2022 to 11.02.2022 (35 Hours) at Pandian Saraswathi
Yadav Engineering/College, Sivagangai. : :
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